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Introduction

Most modern businesses rely on technology for almost every part of their day-to-day operations. Email,
files, phone systems, accounting software, websites, cloud services, business applications, subscriptions,
passwords, internet connections, and the devices staff use every day all play a role in keeping the
business running. It is easy to assume that someone has it all in hand.

Often, a trusted IT provider, staff member, business owner, or supplier has looked after these systems
for years without issue. The challenge is that few business owners can say with confidence who has
access to everything, who controls the key accounts, where important information is documented, or
what would happen if a provider relationship ended unexpectedly or a key person became unavailable.
Most businesses do not have a technology problem. They have an information and ownership problem.
Important knowledge can gradually become scattered across different people, suppliers, inboxes,
folders, and systems.

Over time, it can become unclear who holds the master logins, who owns the accounts, where backups
are located, or whether the business could quickly regain control if it needed to. This workbook is
designed to help you answer those questions.

Work through each section at your own pace, filling in what you know and marking anything you are
unsure about. There are no right or wrong answers, and you do not need to solve every issue
immediately. The goal is simply to create a clearer picture of your business's technology, information,
and dependencies. By the end, you should have a practical record of:

e The critical systems your business relies on.

e Who owns and controls them.

e Who has administrative access.

e  Where important information and documentation is stored.

e Whether backups and recovery arrangements are in place.

e Any risks, gaps, or unanswered questions worth investigating further.

This is not an IT audit, nor is it intended to replace professional advice. Think of it as a business
continuity exercise. The objective is simple: if something unexpected happened tomorrow, could your
business still access its systems, recover its information, and continue operating? The more of these
questions you can answer today, the less stressful and disruptive an unexpected event is likely to be
tomorrow.
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1. Administrator access

Administrator accounts have elevated privileges within Microsoft 365. Depending on the role
assigned, they may be able to create and remove users, reset passwords, access security settings,
manage licences, configure email services, control company data, and make significant changes to
the environment. Many businesses have more administrator accounts than they realise. These may
belong to business owners, managers, internal staff, technology providers, consultants, or former
employees who assisted with the system at some point in the past.

Why this matters: Anyone with administrator rights has the ability to make important changes to your
Microsoft 365 environment. You should know who these people are, why they have access, and whether
that access is still required.

Unused or forgotten administrator accounts can present both a security risk and a business continuity
risk. Write down everyone who currently has administrator access, including people outside your
business such as your IT provider.

If you are unsure whether someone has administrator rights, make a note to investigate further.
O We know who all current administrators are

O We understand why each person has administrator access

O Former staff and providers no longer have administrator access

O Administrator access has been reviewed recently

0 We are not sure, and would like help checking this

Tip: Having administrator access assigned to a trusted technology provider is normal and often
necessary for support. The goal is not to remove legitimate access. The goal is to ensure the business
knows who has administrative control and can justify why that access exists.

Record the details:

Jaenale Still needed? Notes / follow-up
external
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2. Break glass account

A Break Glass Account is an emergency administrator account. It is used only when the normal
way of signing in is unavailable, such as when a key staff member has left, a provider cannot be
reached, access has been lost, or a security incident prevents normal administration. Think of it as
the spare key kept in a secure location for genuine emergencies. This account should be owned by
the business, documented appropriately, stored securely, and kept separate from everyday
administration. It is not intended for day-to-day use and should only be accessed when normal
administrative accounts are unavailable.

Why this matters: Without an emergency administrator account, recovering access to critical business
systems can be difficult, time-consuming, and stressful. A properly configured Break Glass Account gives
the business a way to regain control of its systems if normal access methods fail. A good Break Glass
Account should:

o Be owned by the business rather than an individual or supplier.
o Have administrator-level access.

e Not be used for routine administration.

e Have secure recovery methods documented.

e Have access controlled and limited to authorised personnel.

o Be reviewed periodically to ensure it still works.

e Have any multi-factor authentication methods documented and accessible if needed.

Record the details:

Account name

Where the details are stored

Who is authorised to access it

Last reviewed date

Last tested date

Follow-up actions

We have a documented Break Glass Account

The business owner knows where the details are stored
The account is not used for daily administration

Recovery details are stored securely

Access has been reviewed recently

O 00000

We are not sure, and would like help checking this
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3. Billing and licensing contacts

Microsoft 365 is not a one-off purchase. It is an ongoing subscription service, and someone needs
to be responsible for managing licences, renewals, invoices, and subscription changes as your
business grows and changes over time. Depending on how your Microsoft 365 environment was set
up, licences may be purchased directly from Microsoft, through a technology provider, or through
another reseller. In some businesses the owner manages this, while in others it may be handled by
an office manager, bookkeeper, accounts team member, or external provider.

Why this matters: If billing contacts are out of date, invoices are missed, or renewal responsibilities are
unclear, important services can be disrupted. Understanding who manages the commercial side of
Microsoft 365 helps ensure licences remain active, users stay productive, and there are no surprises if a
provider relationship changes. You should know:

Who receives and reviews Microsoft 365 invoices.

Who is responsible for licence renewals.

Who can approve increases or decreases in licence numbers.
Whether licences are purchased directly or through a provider.
Where invoices, agreements, and billing records are stored.

Who to contact if billing questions arise.

If your licences are supplied through a technology provider, that is not necessarily a problem. The
important thing is understanding who supplies them, who manages them, and what the process would
be if your business needed to make changes or move to a different provider in the future.

T T

Who receives Microsoft 365 invoices and who
do they come from?

Who manages licence renewals

Who approves licence changes

Where billing records are stored

Notes or gaps

O O 0o o g o

We know who receives Microsoft 365 invoices
We know who manages licence renewals

We know who can approve licence changes
We know who our Microsoft 365 supplier is
Billing records can be easily located

We are not sure, and would like help checking this

Total Microsystems - Microsoft 365 Ownership & Emergency Access Workbook totalmicrosystems.com.au



toral

micro(C

systems
4. Account recovery and emergency access

The best administrator account in the world is not much use if nobody can access it when it is
needed. Recovery information is the collection of details that allow authorised people to regain
access to Microsoft 365 if passwords are forgotten, accounts are locked, devices are lost, or key
staff members become unavailable. Keep this simple. The goal is not to record sensitive information
in this workbook. The goal is to know what recovery methods exist, where they are stored, and who
can access them if an emergency occurs.

Why this matters: Many businesses discover recovery information was linked to a former employee's
mobile phone, an old email address, or a provider-controlled account only when they urgently need
access. Taking a few minutes to confirm these details now can save significant time and frustration later.
You should know:

e Which email addresses are used for account recovery.

e Which mobile phone numbers are used for recovery and verification.
e Who controls those email addresses and phone numbers.

e What multi-factor authentication (MFA) methods are configured.

o Whether backup administrators can assist with account recovery.

e Where recovery information is documented and securely stored.

e Who to contact if normal access methods fail.

It is also worth checking whether recovery methods rely on a single person, device, email address, or
mobile number. Where possible, recovery arrangements should remain accessible to the business even
if a staff member leaves or a supplier relationship changes

What to record (tick when done) Details / where it is kept

[0 Recovery email addresses

[0 Recovery phone numbers

[0 Multi-factor sign-in (MFA) methods, such as
an app or text codes

O Backup administrator details
[0 Where this is written down

[0 Supplier or IT provider contact details
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5. Outstanding risks and questions

No business has every answer documented perfectly, and that is completely normal. The purpose of
this workbook is not to create a perfect record. It is to help identify any areas where information is
missing, ownership is unclear, access cannot be confirmed, or further investigation may be needed.
As you work through the previous sections, you may come across questions you cannot answer
immediately. Rather than letting them fall into the "I'll deal with it later" pile, record them here so
they can be followed up and resolved

Why this matters: Small uncertainties can become major problems when access is urgently needed.
Identifying gaps now gives you the opportunity to address them before they affect the business.
Common examples include:

We are not sure who owns the domain name.

We do not know who holds Global Administrator access.

We are unsure where Microsoft 365 licences are purchased from.

We do not know whether cloud backups exist.

We are unsure who holds recovery information for key accounts.

We do not have a documented Break Glass Account.

Important documentation exists but we do not know where it is stored.

Some systems appear to rely on a single person or supplier.

Remember, an unanswered question is not necessarily a problem. An unanswered question that nobody
realises exists can become one. Use this section to record anything that needs investigation,
clarification, or follow-up.

We do not know who has You cannot secure or manage
administrator access access you cannot see.

We are not sure a Break Glass Without one, a lockout could
Account exists bring work to a halt.

Microsoft 365 invoices may go Renewal notices and receipts
to a former staff member could be missed.

Former staff may still have Old logins are an easy security
access gap to overlook.

We are unsure how access

would be recovered in an

You may not get back in
quickly when it matters most.

emergency
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Need help reviewing your Microsoft 365 ownership and emergency access?

If you are unsure who has administrator access, whether a Break Glass Account exists, or whether
your business could get back in if key people or providers became unavailable, Total Microsystems

can help.

We can review your Microsoft 365 access, document who owns what, point out the gaps, and help
put simple, best-practice emergency access in place.

Total Microsystems
Secure. Supported. Sorted. Since 1997

Phone: 07 5494 0398
Email:  hello@totalmicrosystems.com.au
Website: www.totalmicrosystems.com.au
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