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Start here

Technology has become a critical part of almost every business. Email, documents, accounting systems,
websites, cloud services, phones, cybersecurity, backups and software subscriptions all support the day-
to-day operation of your organisation.

Over time, many of these systems are set up by different people, different providers, or different staff
members. As a result, it is common for important information about technology ownership, access,
responsibilities and risks to become unclear.

This workbook is designed to help you build a clearer picture of your business technology environment.
You do not need to be technical to complete it. The goal is not to assess how your systems work. The
goal is to understand what your business relies on, who controls it, where key information is stored, and
whether there are any areas that could create risk if circumstances change.

You might be using this workbook because:

e You are reviewing governance or business continuity processes

e You are preparing for growth, acquisition or succession planning

e You are concerned about key-person dependency

e You want to understand what technology assets your business owns

e You are changing providers or reviewing existing arrangements

e You simply want greater visibility over an important part of your business

Work through each section at your own pace. If you do not know an answer, leave it blank and move
on. The questions are designed to identify areas that may need further investigation rather than test
your technical knowledge.

By the end of the workbook, you should have a clearer understanding of:

e Your technology assets and services

e Ownership and administrative control

e Key risks and dependencies

e Critical systems and suppliers

e Areas where business continuity may be vulnerable

e Actions that could improve resilience and reduce risk

The purpose of this workbook is simple: to help you gain confidence that your business can continue
operating, regardless of changes in staff, suppliers, technology providers or other unforeseen events.
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If you only have ten minutes

Start with these:

= Your domain name (your web address, which your email addresses are usually attached to)
= Your email host, and who holds the main administrator login

= A working backup of your files that you can reach yourself

Everything else in this workbook can wait until you have a moment.

What it is What it is not
= A simple checklist to help you get organised = A sales pitch, an audit or an assessment
= Yours to keep, print and share with your team = Something you send back to us
= A way to feel more in control, at your own = A form to fill in or sign up for
pace

There is nothing to buy. If it helps you feel more in control, it has done its job.

How to use it

1 Go through each section and write down what you find. It is completely fine to leave blanks where

you are not sure.
2 Tick the boxes as you sort each item out.

3 When you are done, look back and pick the two or three things that feel most urgent. Start with
those.

Important: Recording that a password exists is not the same as securely storing it.

Passwords should be protected using an appropriate password management solution and shared
only with authorised personnel.

This worksheet is intended to help you identify who controls critical systems, not to store sensitive
passwords.

Total Microsystems - Business Technology Continuity Checklist
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1. Your domain name and website

Your domain name is your business's online address, such as yourbusiness.com.au.

It is often one of the most valuable digital assets a business owns. Your website depends on it, and in
many cases so does your email, online services, and other business systems. The domain itself is only
one piece of the puzzle.

You should also know where your website is hosted, who manages it, who has access to it, and who
controls any supporting services connected to it. Many businesses discover during a provider change or
business disruption that critical online services are tied to accounts they do not control or cannot
access.

Why this matters: If a domain registration expires, ownership cannot be verified, or access to the account is lost,
your website and business email may stop working. Customers may be unable to contact you, staff may lose access
to email, and restoring access can be stressful, time-consuming, and sometimes expensive. You should know:

e  Who owns the domain name.

e Which email address is listed as the domain registrant and administrator.
e  Where the domain is registered and who the registrar is.

e  When the domain registration expires and how it is renewed.

e Where the website is hosted.

e Who has administrative access to the website and hosting platform.

e Whether your email service relies on the domain.

e  Where any website backups are stored and who can access them.

The good news is that domain registrations are usually straightforward to manage once you know where they are
registered and who controls the account. The key is ensuring your business retains ownership and access, rather
than relying solely on a third party to manage these critical assets.

Tip! You can find some of this information by performing a WHOIS search through the auDA WHOIS service. Enter
your domain name and review the registration details available for your domain: auDA WHOIS Search.

Keep in mind that a WHOIS search will not tell you everything. It may help identify who the domain is registered
through, but it will not show who has access to the account, where your website is hosted, where your email is
managed, or how the broader website and email environment has been configured.

https://www.auda.org.au/au-domain-names/au-tools/au-whois/

Start with:

Your domain name (or names)

Domain Password
(sometimes called an EPP Code)

Who is the Domain Registrar — this is where
you go to administer or renew your domain
name.
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What are the login details for your domain
name registrar?

Renewal/expiry date

Who do | pay my renewals for my domain
through now?

What ABN is my domain name attached to?
Ensure it is a current and correct ABN.

Tick each one off as you sort it:

LI I know my domain name and when it renews.

L] Ican log in to the account that holds it, or I know who can.

[J The domain is registered in my business name with my current and correct ABN.

] My website still loads when | visit it.

2. Your email

For most businesses, email is one of the most important systems they use. It is where customer
enquiries arrive, quotes are sent, invoices are received, supplier communications are stored, and day-to-
day business conversations take place.

Many businesses use Microsoft 365 or Google Workspace to provide email, calendars, contacts, file
storage, and other business tools. Because email is so critical, it is important to understand who controls
the service, who has administrative access, and how the account is managed. While a technology
provider may assist with setup and support, your business should retain ownership and access to the
environment.

Why this matters: If you lose access to your email system, the impact can be immediate. Customers may be
unable to contact you, staff may be unable to work, invoices and important records may become inaccessible, and
recovering access can be difficult if only a third party controls the account. You should know:

e  Which email platform your business uses.

e Who owns the account and holds the primary administrative access.

e Which staff members have administrative access.

e What email addresses are in use and who they belong to.

e How user accounts are created, managed, and removed.

e Whether email, calendars, files, and contacts are included in the service.
e  Where billing and licence information can be found.

e How to contact the provider if support is required.
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It is also worth remembering that modern business email platforms often contain much more than email. Services
such as Microsoft 365 and Google Workspace may also hold calendars, contacts, company files, shared documents,
Teams or collaboration data, security settings, and user identities.

Losing access can affect far more than just your inbox. The goal is not to remove your technology provider's access
or involvement. The goal is to ensure that your business retains ownership and control of the environment, with
sufficient administrative access available so the service can continue to operate if staff, suppliers, or technology
providers change in the future.

Start here:

Which system runs your email
The main administrator login
Who has that password
Number of staff mailboxes

How it is paid, and by whom

Tick each one off as you sort it:

L1 Everyone can still send and receive email.

LI I know which system runs our email.

L1 Someone on our side can log in as the administrator.

O 1 know how the email is paid for, and that payments are up to date.

3. Admin access and the master logins

Every important business system has a highest level account that controls everything else. In Microsoft
365 this is known as a Global Administrator account. Other platforms may call it an Owner account,
Super Administrator, Primary Administrator, Root account, or something similar. Whatever the name,
these accounts are the master keys to the system. These accounts control user access, security settings,
licensing, billing, integrations, and the overall management of the platform. While technology providers
often require administrative access to support and manage systems, your business should always retain
access to at least one administrator-level account for every critical platform.

Why this matters: Without a master login, your business may be unable to add or remove staff, reset passwords,
access billing information, make security changes, recover accounts, or transition to a new provider. Many
businesses only discover they do not have administrative control when they urgently need it. You should know:

e  Which systems have administrator-level accounts.

e What the administrator account username or email address is.

Total Microsystems - Business Technology Continuity Checklist
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e Who currently has access to those accounts.
e  Where passwords, recovery methods, and multi-factor authentication details are stored.
e Whether the account belongs to the business or to a third party.
e How access could be recovered if the usual account holder became unavailable.

It is perfectly normal for a trusted technology provider to have administrative access where they have been
engaged to support your systems. The important distinction is that the business should also retain ownership and
control of at least one administrator-level account. No critical system should exist where only a supplier,
consultant, former staff member, or third party holds the master key. For business continuity purposes, your goal is
simply to ensure that someone authorised within the business can regain control of any critical system if required.
Finding and documenting these accounts now can prevent significant disruption, stress, and cost later.

Email / Microsoft 365 / Google
Domain and website
Accounting software

Any other key system

Tick each one off as you sort it:

LI I have a short list of the systems that run my business.
I For each one, | know who holds the master login.

L] At least one master login is in my business name.

[J Those logins are written down somewhere safe.

4. Your files and backups

Your data is one of your most valuable business assets. It includes customer records, quotes, invoices,
emails, financial information, documents, spreadsheets, databases, photos, and anything else your
business would struggle to replace if it disappeared tomorrow. A backup is simply a second copy of that
information, stored separately so it can be recovered if the original data is lost, corrupted, accidentally
deleted, encrypted by ransomware, or otherwise becomes unavailable. Depending on how your
business operates, backups may exist on physical devices, cloud platforms, or a combination of both.
Many modern businesses use cloud services such as Microsoft 365, Google Workspace, SharePoint,
OneDrive, Dropbox, Xero, or industry-specific software. While cloud platforms provide excellent
availability, it is important to understand what protection is provided by the platform itself and whether
any additional backup solution has been implemented.
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Why this matters: If a provider relationship ends unexpectedly, any backup solution they managed for you may
stop running, fail without anyone noticing, or become inaccessible if only they control it. It is worth confirming not
only that backups exist, but also that your business knows where they are, who can access them, and how data
would be recovered if needed. You should know:

e Where your business data is stored.

e  Whether backups are being performed.

e Whether backups include emails, documents, cloud services, servers, and business applications.
e Where backup data is stored and who has access to it.

e  Whether both local and cloud-based backups exist.

e How long backup data is retained.

e Who monitors backup success and failures.

e How data would be restored if a problem occurred.

It is also worth considering whether you have an independent cloud backup solution for critical business systems.
Many organisations assume that because their data is stored in a cloud service, it is automatically backed up in a
way that protects them from every scenario. In reality, accidental deletions, security incidents, data corruption,
malicious actions, or retention limits can still result in important information being lost. Understanding what
protections exist, and whether additional backup measures have been put in place, is an important part of
managing business risk. The goal is not just to have backups. The goal is to be confident that important business
information can be recovered when it is needed. A backup that cannot be located, accessed, or restored may
provide little value during an emergency. Your business should know where its backups are, who controls them,
and how recovery would occur if the worst happened.

Start with:

Where your main files live
Whether backups are running
Where the backups are kept
Who set them up

When they were last checked

Tick each one off as you sort it:

LI 1 know where my important files are kept.

I A backup is running, or | know for certain that it is not.
LI 1 can reach a copy of my data without my old provider.

LI I know roughly how far back the backups go.

Total Microsystems - Business Technology Continuity Checklist



total
micro
systems

5. Computers, servers and network gear

This is the physical technology your business relies on every day. It includes staff computers, laptops,
servers, storage devices, printers, networking equipment, Wi-Fi systems, firewalls, switches, internet
hardware, and any other devices used to run or support the business. Some businesses own all of their
equipment outright, while others may lease equipment or have devices supplied, configured, or
managed by a technology provider. Over time, it can become unclear what belongs to the business,
what is leased, and what equipment may be sitting in a supplier's office, data centre, or workshop.

Why this matters: You should know what technology assets your business owns, where they are located, who has
access to them, and who is responsible for managing them. If a provider relationship ends unexpectedly, you do
not want critical equipment, backups, passwords, or business data to be accessible only through that provider. You
should know:

e What computers, servers, and network devices the business owns.

e Where each device is located and what purpose it serves.

e  Whether any equipment is leased, rented, or owned by a third party.

e Who has administrative access to important systems and devices.

e Where business data is stored and how it is protected.

e Whether backups exist, where they are located, and who can access them.

e How a replacement technology provider could access and support the environment if required.

The goal is not simply to create an inventory of equipment. It is to ensure that your business retains control of its
technology assets, data, and access to critical systems. No essential equipment, data, configuration, or
administrative access should exist solely within the control of a single supplier, staff member, or third party. If
someone needed to step in tomorrow to support your environment, there should be enough information and
access available for them to do so.

Start with:

Staff computers and laptops
Server, if you have one
Modem or router

Network switch or wifi

Phones and handsets

Tick each one off as you sort it:
O 1 know what equipment we have and where it is.

LI I know which items we own outright.
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I I know the login to our modem or router, or where to find it.

[J Nothing important is sitting only at my old provider's office.

6. Software, subscriptions and licences

Think about every software program, cloud service, online platform, and technology subscription your
business relies on each day. This may include accounting software, Microsoft 365, email services,
cybersecurity products, backup systems, customer management platforms, industry-specific software,
website services, cloud storage, phone systems, payroll platforms, and any other tools the business uses
to operate.

Many businesses accumulate software over time and may not have a complete record of what they are
paying for, who manages it, or how it is licensed. Some subscriptions may be billed directly to the
business, while others may be purchased and managed through a technology provider, consultant, or
former staff member.

Why this matters: If a subscription expires, a payment fails, or access to the account is lost, the impact can range
from minor inconvenience to a complete interruption of business operations. In some cases, businesses discover
that critical systems are tied to accounts they do not control, or that only one person knows how the service was
set up. You should know:

e  What software and online services the business depends on.

e Who owns each account and who has administrative access.

e How each service is paid for and when renewals occur.

e Where licence keys, subscription details, and account credentials are stored.

e  Which services are critical to the operation of the business.

e  Whether any services are supplied through a technology provider or third party.

A complete software register does not need to be complicated, but it should provide enough information for the
business to identify what it uses, who controls it, and what would be affected if a service stopped unexpectedly.
Having this information available can significantly reduce disruption during a provider change, staff departure,
business sale, or unexpected business continuity event.

Start with:

Paid by us or the provider? Who holds the access?
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Paid by us or the provider? Who holds the access?

Tick each one off as you sort it:

L] I have listed the software and services we rely on.

LI I know which ones were paid through my old provider.
LI I have moved, or plan to move, those into my own name.

L1 Nothing important is about to lapse without me knowing.

7. Internet and phone

Your internet connection, phone numbers, and communication services are what keep your business
reachable. These services are often managed by a technology provider or telecommunications company
and can include broadband connections, business phone systems, mobile services, VolP platforms, call
routing, and internet-based communication tools. It is important to understand who owns these
accounts, who has administrative access, and whose name the services are registered under. In some
cases, internet services, phone numbers, or phone systems may be set up under a provider's account
rather than directly under the business owner's control.

Why this matters: If key services are not registered in your business name, it may be difficult to make changes,
transfer providers, recover account access, or retain your existing phone numbers if a provider relationship ends
unexpectedly. Business phone numbers are often published on websites, stationery, vehicles, signage,
advertisements, and marketing materials, making them a valuable business asset. You should know:

e Who your internet and phone providers are.

e Who owns the accounts and has administrative access.

e  What business phone numbers you own and where they are used.

e How phone calls are routed and managed.

e  Where to find contracts, invoices, account numbers, and support contacts.

The goal is simple: ensure your business retains control of its communication services and can continue operating
regardless of changes to staff, suppliers, or service providers.

Start with:

Internet connection
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Business phone or mobile

Phone system, if you have one

Tick each one off as you sort it:
1 My internet is working and the account is in my name.
LI 1 know who my phone and internet accounts are with.

I My business phone numbers are under my control.

8. Contracts, invoices and documentation

This is the paper trail: any agreements you have signed, recent invoices, receipts, software licences,
warranties, and records of business purchases. It should also include documentation about how your
business operates, such as procedures, staff onboarding information, supplier details, customer
agreements, and key contacts.

A good technology partner may also maintain documentation about your business technology
environment, but only where they have been engaged to do so. This can include information such as
network layouts, business applications, cloud services, cybersecurity settings, backup systems, supplier
relationships, licensing records, and recovery procedures.

Creating and maintaining this documentation is not a simple or free exercise. It requires time, expertise,
and ongoing review as systems change. Many businesses discover during a crisis that critical knowledge
about how their systems operate exists only in the memory of a staff member, business owner, or IT
provider. This is why organisational knowledge is such an important part of business continuity
planning.

Why this matters: these help you show what you own and what you were paying for, which is genuinely useful if a
provider closes down.

e (=== =

Service agreement or contract
Recent invoices
Receipts for equipment

Any handover notes
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Tick each one off as you sort it:
LI I have gathered any agreements | signed.
LI I have kept recent invoices from my old provider.
LI 1 have receipts for equipment we bought.

LI 1tis all saved somewhere | can find again.

9. Your people and passwords

Technology is only part of the picture. Every business also relies on people who know how things work,
where important information is stored, and who to contact when something goes wrong. Having a
simple record of key contacts and where critical account information is kept can save valuable time
during a stressful situation. This does not mean writing passwords down on a spreadsheet or keeping a
list taped to a monitor. Rather, it means knowing who is responsible for important systems, where
access information is securely stored, and who can help if access needs to be recovered.

Why this matters: When an unexpected event occurs, whether it is a provider issue, staff departure, security
incident, or business disruption, you do not want to spend valuable time trying to remember who manages a
system, where credentials are stored, or who has access to critical accounts. A little preparation now can prevent a
lot of frustration later. You should know:

e  Who your key internal contacts are.

e Who your important external contacts are, including technology providers, telecommunications providers,
accountants, bookkeepers, and other critical suppliers.

e Who holds administrative access to important systems.

e  Where passwords and recovery information are securely stored.
e Who can approve access to business systems if needed.

e Who should be contacted first during a business disruption.

e How to recover access if a key person is unavailable.

A password manager can be an effective way to securely store and share access to important business systems. If
you use one, make sure more than one authorised person understands how it works and can access it if required.
The goal is not for everyone to know every password, but to ensure the business is never dependent on a single
individual for access to critical systems. Business continuity is often about people just as much as technology. If a
key staff member, business owner, provider, or supplier becomes unavailable, the business should still know who
to call, where information is stored, and how to regain access to important systems.

Important: This worksheet should identify where passwords and access information are stored, not contain the
passwords themselves. Sensitive credentials should always be stored securely using appropriate password
management practices.

Who makes our technology decisions
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Accountant or bookkeeper
Internet or phone contact

Anyone who holds master logins

Tick each one off as you sort it:
LI I know who makes our technology decisions.
[ Our important logins are kept together in one safe place.

[J More than one person can get in if someone is away.
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Where to from here

Well done. If you have worked through even part of this, you now understand your technology better
than most business owners do on a normal day.

You do not have to fix everything at once. Look back over your ticks and blanks and pick the two or
three things that feel most urgent. For most people that is the domain name, email, and a working
backup. Start there, and take the rest a step at a time.

One final thought
The purpose of this checklist is not to make you dependent on another provider. It is the exact
opposite.

A resilient business knows what it owns, knows who has access to it, knows where critical
information is stored, and can continue operating even when unexpected things happen.

Whether your current provider is fantastic, you're considering a change, or you are simply getting
your affairs in order, the goal remains the same: No single person, supplier, account, password,
or system should be capable of bringing your business to a standstill.

If this checklist has highlighted gaps, raised questions, or uncovered information you cannot easily
find, you do not have to work through it alone. At Total Microsystems, we help businesses across
the Sunshine Coast and beyond understand, document, and take control of their technology.

Whether you need help locating critical information, reviewing your current setup, or simply
understanding where any risks may exist, we are happy to point you in the right direction. There is
no obligation, no pressure, and no expectation that you need to change providers.

Sometimes a quick conversation is all it takes to help you understand where things stand. Your
systems should belong to you. Your data should belong to you. Your business should be able
to continue operating regardless of who supports your technology. If you would like to talk,
send us an email or give us a call. We'd be happy to help.

Total Microsystems
Secure. Supported. Sorted. Since 1997

Web: www.totalmicrosystems.com.au
Email: hello@totalmicrosystems.com.au
Phone: (07) 5494 0398

Sunshine Coast, Queensland

This workbook is general information to help you get organised. It is not legal or financial advice.
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